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Supply Chain Security – an Evolution



Discussion

• IR example

• GM supply chain security viewpoints

• New approach



History: Incident Response Circa 2015



History: Incident Response Circa 2015
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VM and IR Viewed Separately Circa 2015
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Holistic VM View
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IR IS INSEPARABLE FROM VM



C-SCRM Focus Circa 2015

7



3rd Party Audit Focus Circa 2015
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3rd Party Compliance Focus Circa 2015
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Circa 2015: Hardware Integrity Attestation - DARPA SHIELD
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2015 Software Supply Chain Security Assurance Activities
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• Suppliers write majority of the code

– Performed binary SCA analysis

– Required static code analysis

• OSS SBOM submission requirement for license compliance (OSS team moved to PCYS team in 2017)

– Manual CVE mapping not ideal, but possible

• Internal and 3rd-party pentests

• Explored sub-tier hardware attestation requirements

– Industry-wide adoption prospects were dim



2019 focus: Cross-functional Cyber Domain C-SCRM
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Recent: NIST CSF, log4j, NHTSA, EO 14028, SSDF, NCS …
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Today: SDV == VM Effort ↑ 
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Vehicle as a Platform
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• Before

– Suppliers wrote most 
application code 

• Now

– GM is writing a lot of code

• A paradigm shift

– Cultural

– Procedural

– Practical



Internal Software Supply Chain Security Assurance
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• DevSecOps establishment

– Secure coding policies

– SCA source code scans supporting 
multiple platform CI/CD build chains

• SBOM creation, ingestion, analysis

– Basis for VM / threat monitoring

– Inform pen test and TARA modeling



Supply Chain Security Viewpoints
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Supplier 3rd Party 
Security 

Requirements

Supplier Software 
Security Assurance



Today
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SUPPLY CHAIN SECURITY IS INSEPARABLE FROM VM

SPECS IN-TOTO

SBOMAUDIT * SCA

S/W DEV

* MITRE SoT

UPTANE




